_I U.S. Bank Secure Email — Quick Start Guide

Welcome to U.S. Bank’s Secure Email Service!

U.S. Bank has partnered with Microsoft to use Microsoft Purview Message Encryption as an alternative
message encryption solution. Starting in early 2023 you may receive messages encrypted using Cisco
Registered Envelope Service (CRES) or Microsoft Purview Message Encryption. Instructions for both
solutions are linked below.

Cisco Reqgistered Envelope Service (CRES)

Microsoft Purview Message Encryption
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_I U.S. Bank Secure Email - Quick Start Guide (continued)

Cisco Registered Envelope Service (CRES)

Back To Top

This guide will show you the steps for opening a Registered Envelope for the first time. The steps and
supporting graphics demonstrate the typical scenario for a first-time recipient. Some of the steps may
vary, depending on the circumstance.

Note: These steps apply to first-time recipients only. After you enroll with the U.S. Bank Registered
Envelope Service, you can simply use your password to open envelopes from any sender. If you are
already a registered user of CRES for another company other than U.S. Bank, you may use your existing
credentials to access email sent from U.S. Bank.

Step 1: Save the Encrypted Message File Attachment to Your Hard Drive

Attachments: ( Eﬁsecureaoc_zo1208107131519,mm|lce.zKB )

You have received a secure message

Read your secure message by opening the attachment, securedoc.html. You
will be prompted to open (view) the file or save (download) it to your computer. For
best results, save the file first, then open it in a Web browser. To access from a mobile
device, forward this message to mobile@res.cisco.com to receive a mobile login URL.

If you have concerns about the va = =
¥ Open Attachment | ]

First time users - will need to re T fPhah i) lici files. d i il I trust th
information, click the following Hel| o protect your computer from malicious files, do not open a file unless you trust the

Help - https://res.cisco.com/webs | Source. If you aren't sure, view the file or save it to your computer and scan it with an
About Cisco Registered Email ¢ antivirus program before opening.
File: Save.png
Length: B37E bytes
Modified: 0841372012 10:31:27 &AM
. . . Encoding: None
You will see a dialoa box. Click s o S e
ici pen if you want to launch a temporary copy of the file in an application. Any
Saveto save the attaChment to changes you make in the file will not be saved back to the attachment in the Notes
vour hard drive. st
Click Edit if you want to edit the file and save any changes back to the attachment
Note The dialoq box will look in the Notes document. After saving the changes be sure to save the Notes
. . . document, or the changes will be lost.
different dependina on vour email
program, or if you use a web mail [Open 3| Edt || view || save. || Cancel |
site such as Yahoo! Mail, amail, or
Hotmail.
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Step 2: Open the Attached File in a Web Browser
Open the attached file (securedoc_date_time.html where date and time represent the time stamp

appended at the time the mail was sent) in a web browser, such as Internet Explorer or Mozilla Firefox.
The registered envelope is displayed.

@bank. —— —e
Message Security: High

@Help
I From: Sender@usbank.com
To: Recipient@excite.com
Subject: Training Test Confidential key12345
To open this message, first click the button to  |REGISTER

register. After registering, come back to
continue opening the message.

Select a different address

N
cisco

Step 3: Click the Register Button to Enroll with the Service

Click the Register button on the Registered Envelope to enroll with Cisco Registered Envelope Service.
The New User Registration page displays.

Note: Your company may have con-
figured single-sign-on (SAML) authenti-
cation for you to use with the Cisco
gLy "~ | Registered Envelope Service. In this case,

the new user registration is a shortened
registration and only requests that you
enter the portal Language, First Name,
s and Last Name. Personal security
e phrases are not required for SAML
authentication. Please contact your

company’s support group to see if
SAML is available to you.

Figure 1-3 New User Regi ion with SAML Auth
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mm
cisco

get your password,

Ct 2 question or enter your own question.

H

- [Setect a question or enter your own question. =
Question 2*
o
i [Select a question or enter your own question. |
Confirm Anewer 3=
Register

Cisco Registered Envelope Service

About Terms of Service Privacy Policy Copyright © 2001-2

E

New User Registration Form with CRES Authentication

The table below describes the information required on the CRES Registration page.

Field

Language

First Name

Last Name

[Ebank

Value

Optional. Select a language for your CRES account from the
dropdown menu. By default, the registration page may appear in
English, but you can choose from English, French, German, Spanish,
Portuguese, or Japanese.

Required. Enter your first name or the first name of the CRES user
account.

Required. Enter your last name or the last name of the CRES user
account.



U.S. Bank Secure Email - Quick Start Guide (continued)

Password

Field

Personal Security Phrase

Enable Personal Security Phrase

Security Questions

Required. Enter a password for the account. (The password should
be at least six characters long, and it should contain both numbers
and letters).

Note: If you forget your password, you can reset it by providing correct
answers to the security questions. If your company has configured a
single-sign-on (SAML) login for you to use with the Cisco Registered
Envelope Service, you will need to contact your company’s support
group to obtain or reset your password.

Value

Required. Enter a personal security phrase. A Personal Security
Phrase helps protect you from password phishing threats. During
registration, you can specify a short Personal Security Phrase that is
known only to you and the service. The Personal Security Phrase
appears when you click the password field on Registered Envelopes
that you receive. If you do not see your Personal Security Phrase,
click the link for more information.

Note: If you have not selected ‘Remember me on this computer,’ then
the Personal Security Phrase will not be displayed.

Optional. Select this checkbox to enable your Personal Security
Phrase.

Required. Select three security questions, enter and confirm
your answers to the questions. These security questions are used to
reset your password if your forget it.

Complete the online registration form and click the Register button at the bottom of

the page to create a user account.

After you complete the form and click Register, the following confirmation page is

[Ebank

displayed.



_I U.S. Bank Secure Email - Quick Start Guide (continued)

atfan]n
CIsCO

I FINAL STEP: ACCOUNT ACTIVATION

Your Cisco Registered Envelope Service account was
successfully created.

Instructions to activate your account
have been emailed to

Recipient@excite.com

Please check your inbox. If you do not see an account
activation email, check your junk email folder.

Note: You may need to set up more than one user account if you receive
Registered Envelopes at multiple email addresses. You need a separate user
account for each email address.

Step 4: Activate Your Cisco Registered Envelope Service Account

Check your email for an activation message from the service. The headline in your email will look similar to
this:

From: CRES Do Not Reply <DoNotReply@res.cisco.com>
Subject: Please activate with CRES

If the email is not in your inbox, check the spam or junk email folder in case the activation message was
filtered. The following example shows a typical activation message.

Activation

Dear Jane Recipient

Thank you for registering with Cisco Registered Envelope Service. To complete your registration, you must confirm your intent to register and your acceptance of the Terms of Service by activating
your account,

Click here to activate this account. )
N

You can also activate this account by going to <https:ffres.cisco.comfwebsafe/activate > and entering this confirmation number: ad9faf54000001392102e33aclabbedc?4d39344

To stop the registration process you can cancel this account.

Click here to cancel this account

‘You can also cancel this account by going to <https:fres.cisco.comfwebsafe/cancelActivation> and entering this cancellation number: ad9faf54000001392102e33ac0adbedc?4d39344

IMPORTANT
To help keep your personal information safe, Cisco recommends that you never give your CRES password to anyone, including Cisco employees.

‘Welcome to CRES!

To know more about Cisco Registered Envelope Service, see hitps:/fres.cisco.comfwebsafe/about
Terms of Service: https:/fres.cisco.comfwebsafe/ftermsOfService

Privacy Policy: http:/fwww.ironport.com/privacy/

In the activation message, click the link to activate your user account.

[Ebank
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The following confirmation page is displayed.

i Engish _[~]
Cisco

I EMAIL ADDRESS CONFIRMED
You have activated the account for
Recipient @excite.com. Registration for this email
address is now complete. To exit this page, close your
browser window. After exiting this page, return to
your Registered Envelope and enter your password to
open it.

Step 5: View the Registered Envelope Again and Enter Your Password

Return to the Registered Envelope. The Register button is replaced with an Open button. Enter the
password for your Cisco Registered Envelope Service user account and click the Open button.

CRES Recipient Support

CRES recipient support is available 24 hours a day on weekdays. The CRES support team’s Service Level
Objective (SLO) is to provide a written response to recipients within 24 hours.

For the best support experience possible we recommend that you first check the FAQ page to find your
answer. If you cannot resolve the issue using the FAQ page you should send an email to CRES support. If
your issue is urgent, obtain support via Instant Messenger or if non urgent, send an email to CRES
Support. You should follow these three simple guidelines for getting CRES end-user support:

1. First, use the ‘Frequently Asked Questions’ Webpage - This FAQ webpage has been
created to help you solve common registration and envelope opening questions. The URL is:
http://res.cisco.com/websafe/help?topic=FAQ

2. Second, contact CRES Recipient Support via Email - Any issue that is not resolved by the
CRES FAQ page should be emailed to CRES support (mailto:support@res.cisco.com). You
should expect to receive a response within 24 business hours of submitting your email.

3. Between the hours of 6am and 6pm PST you can also obtain support via Instant Messenger
by accessing the Instant Messenger Chat link available at: https://res.cisco.com/
websafe/help?topic=ContactSupport.

Back To Top
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Microsoft Purview Message Encryption

Back To Top

Note: If you experience issues with a message you receive that was encrypted with Microsoft Purview
Message Encryption, Click here for information regarding known issues.

The customer experience to open encrypted messages will vary depending on the email systems being
used to open the message.

1. If you use a Microsoft email product (0365/M365, Hotmail, or Outlook.com) and you are using the
Outlook desktop or Outlook Web App to view the message, the content will be seamlessly
decrypted when you receive it. No action necessary.

2. If you are using a different email provider (Gmail, Yahoo, etc) you will need to complete a few
steps to decrypt the message and see its contents.

The steps below further outline the message decryption process:

How to read an encrypted message with a Microsoft 365 email account (in
Outlook or Outlook web app)

Access from Desktop/Browser:
1. If you're using a Microsoft 365 email account in Outlook 2016 or Outlook on the web, you

shouldn't have to do anything special to read your message. The message will be decrypted in
your mailbox as you open the message.

Access from Mobile app:

1. If you have a Microsoft 365 account and you're using the Outlook mobile app, the message
should open without you needing to take any further action.

[Ebank
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Reading a protected message with Gmail, Yahoo or other email

Access from Desktop/Browser:

1. Select “Read the message”.

COn Thu, Jul 14, 2022 a1 5:13 PM | > wrote:
Bartlett, A has sent you a protected
message.
o
Read the message

Learn about messages protected by Office 365 Message Encryption.
Privacy Statement

Emizil encryption powered by Office 365. Leamn More
Microsoft Corporation, One Microsoft Wiy, Redmond, WA 98052

2. Select Sign in with Google

| |has sent you a protected message

a

Sign in to view the message

ICR Sign in with Google
Sign in with a One-time passcode

Need Help?

Privacy Statement

3. You'll be redirected to the Gmail sign-in page. Once you sign in, select Allow.
4. Your protected message will display in a new browser tab. You won't be able to view the
protected message in the Gmail window.

[Ebank
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U.S. Bank Secure Email - Quick Start Guide (continued)

Access from Mobile app:

1. Tap Click here to read your message.

On Thu, Jul 14, 2022 at 5:13 PM | > wrote:

Bartlett, A has sent you a protected
message.

7]

Read the message

Learn about messages protected by Office 365 Message Encryption.

Privacy Statement

Emnizil encryption powered by Office 365. Learn More
Microsoft Corporation, One Microsoft Way, Redmond, WA 08052

2. Tap Sign in with... and sign into your email account.
G Sign in with Google
Encrypted Message
Choose an account

to continue to

Microsoft Google Play Android Developer
Account
n has sent you
a protected message

o g @gmail.com

Sign in to view the message (® Useanother account

SCl Sign in with Google
To continue, Google will share your name, email

address, language preference, and profile picture

Sign in with a One-time passcode with Microsoft Google Play Android Developer

Account.

Need Help?

3. If you get a request for permissions, tap Yes or Allow to view the message.

bank
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Reading a protected message with a single-use code
Some email clients and services can't automatically open protected messages. If you have an email
account with Yahoo or another Internet Service Provider, you'll need to obtain a single-use code to read
the message.

Access from Desktop/Browser:

1. Select Read the message.

On Thu, Jul 14, 2022 at 5:13 PM | > wrote:
Bartlett, A has sent you a protected
message.
7]
Read the message

Learn about messages protected by Office 365 Message Encryption.

Privacy Statement

Emnizil encryption powered by Office 365. Learn More
Microsoft Corporation, One Microsoft Way, Redmond, WA 08052

2. Click the “sign in with a one-time passcode” option and you’ll be redirected to a page where
you can sign in and receive a single-use code.

|has sent you a protected message

a

Sign in to view the message

iCl sign in with Google
Sign in with a One-time passcode

Need Help?

Privacy Statement

[Ebank
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We sent a one-time passcode tof |

Please check your email, enter the one-time passcode and click continue. The one-time passcode will expire in 15 minutes.

One-time passcode [ |

O This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time passcode.

] Message Encryption by Microsoft Office 365

3. Check your email for the single-use code. Enter the code in the browser window, then
select Continue to read your message.

Access from Mobile app:
Note: Using the single-use code from a Desktop is the recommended
experience

1. Tap Click here to read your message > Sign in with a One-time passcode.
Encrypted Message

n has sent you
a protected message

a

Sign in to view the message

iCl Sign in with Google
Sign in with a One-time passcode

Need Help?

2. You'll be redirected to a page where you can sign in and receive a single-use code.

bank
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3. Check your email for the single-use code and copy it. Note: You will need to access your email
from a mobile browser in order to get the code. A new one-time code is needed if you leave
the code screen within your email application.

Enter the code where designated, then select Continue to read your message.

Back To Top
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Known Issues With Microsoft Purview Message Encryption

Back To Top

e Issue with encrypted messages sent to a shared mailbox

Description:

It is a common practice to grant access to shared mailboxes using email enabled security groups. When
an encrypted message is sent to a shared mailboxes that has permissions provided using security groups,
the users will not be able to open the email using the Outlook client. The following notification will be
seen when trying to open the email.

Options:

In order to view the encrypted email the user will need to open the email in Outlook on the Web (OWA).
If the user(s) is directly assigned full access to the shared mailbox, and the shared mailbox is set up with
automapping, they will be able to view the email using Qutlook.

e Email encrypted with Purview cannot be opened after auto-forward

Description: If an encrypted email is received and there is a rule to forward the email to another
mailbox, the email will not be able to be opened from the mailbox where the email was forwarded to.
The following error is received "You don't have permission to view this message”.

Reason:
The encrypted message was sent to a specific user or users who would receive the rights to open the
email. When the email is auto forwarded the end recipient cannot access the email as they were not

given rights to open it.

Option:

[Ebank
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Request that the sender send the message using Cisco Registerer Envelope Service (CRES).

e Cannot Edit Attachments in Outlook on the Web

Description:

When using Outlook on the Web (OWA) to view and encrypted email with file(s) attached, users may not

be able to perform an online edit of an Office attachment. If you click Preview for an Office attachment
and then click Edit and reply, you’ll see:

VAt o LN | 2 'S I,
We're sorry, but OQutlook on the we
)

143 4 Lk
editing protected files

o

|}
e la =l a c ~rt
uouesi t _\‘up‘ JUIL

Option:

The work-around is to download any attachment users want to edit and use desktop apps to edit the file.
Downloading the file(s) forces Exchange Online to decrypt the file.

However, if users try to use any in-browser edit option, Outlook on the Web tries to upload the file to
OneDirive, which fails after about a minute with errors:

Something went wrong when opening your file. Please try again later.
And

= Excel Confidential xlsx
X The file couldn’t be save...

Downloading the file AFTER this error has occurred will NOT remove IRM:

ICT;I RESTRICTED ACCESS  This message is encrypted. Recipients can't remove encryption. Change Permission...

Back To Top
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