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U.S. Bank eBill Service: Guest Web User Guide

Chapter 1: Introduction

This documentis intended to provide a guide to the features and functions of the Guest Web customer website for
Clients using the Enhanced and Premium versions of U.S. Bank eBill Service.

The document is aimed at business users and customer support areas who need to understand the features and
functions of this channel.

Within the document, all possible setup variants will be documented, that may or may not apply to your specific
setup. Additionally, screenshots will be taken from pre-production websites, so may not reflect the final production
user interface.

The following will be used in the document to call out areas of interest or where care is needed.
Note. An item to take note of.
Important Note. Anitem to take special note of, as it could affect you or your customers.
! Warning !!! An item to pay special attention to.

Please note: References to “Customer” throughout this user guide refers to your bill-paying consumers.
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U.S. Bank eBill Service: Guest Web User Guide

Chapter 2: Site Access Options

There are three site access options available to you depending upon the configuration you choose:

Direct Site Access

If this option is configured, customers will be directed from your website via a simple URL redirect. The customer will
then need to authenticate themselves (against billing data previously loaded into the system) before they can make a
payment.

Simple Single Sign-On Access

If this option is configured, customers will be directed from within your website via a tailored URL redirect where the
(payload) value will be formatted as described in the Simple SSO Payload section later on.

Full Single Sign-On Access

If this option is configured, customers will first authenticate on your site, such that you know who they are. When
they choose to make a payment, a Single Sign-On process is invoked that seamlessly transfers the customer to the
Enter Payment Details page.

This option can also be configured to seamlessly transfer the customer back to your site once they Confirm the
payment so you can display the Payment Confirmed page to them. This option is sometimes called Checkout.
Access from Mobile Device

The website can be accessed from any device (phone, tablet, computer) that has a supported browser, and makes
use of Responsive Web Design (RWD) to render the site pages correctly based onthe screen size.
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U.S. Bank eBill Service: Guest Web User Guide

Chapter 3: Customer Payment Flow

The sections below will provide details of the pages that will be seen by the customer when making a payment. As
noted above, the pages seen will vary by the configured Access option.

Lookup Account Details

This page is only seen when the site is configured with Direct Access. The page is used by the customer to enter
their account details to authenticate themselves.

*’*BE Township
el 10 simple payment proCess "?_"-" Lumis Health, Please enter the details of the account you would like to maks A Py TN ON AN press cnnl!inuu:".-'

Lookup Account Details

Account Number

First 5 digits of ZIP

Tirrs mst oy roebol

The following fields are typically shown for the customer to enter data into.

e Account Number. The account to be paid. This is usually renamed (for example Loan Number), and could also
be the Customer ID Number.

e First 5 Digits of Zip. From the account to be paid.

o reCaptcha Checkbox. This used to prevent automated scripts being run to try and access customer account
data.

Note. Additional fields can be configured instead or as well as First 5 Digits of Zip. These are:

o Last4 of SSN. Customer must enter the last 4 digits of their SSN or Tax ID.

e Online Enroliment Code. Any value known by you and your customer (for example, Date of Birth) that can be
used for authentication.

When the customer selects Continue the entered data is validated against the billing data we have for your setup. If
no match is found, the customer will be shown an error. If a match is found they will be shown the next page.
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U.S. Bank eBill Service: Guest Web User Guide
Enter Payment Details

This page is seen by all customers, and is the first page seen if SSO access is configured. The page is used by the
customer to enter their payment instruction.

ESpan A A A

ABC Township

Vigur aCoount Setails are shown below, Fléass enter details of the payment you want 1o make, and then select Continug 1o proceed.

Enter Payment Feview Thank You

& You are currently enrolled in AutoPay. Payments for the current amount due may already be
scheduled for processing.

1. Retrieved Account Details »

Account Number: G961 14
Hame On Account: Rahul Ashish
Account Address: 1225 Ocean Ave,

New London, CT 06320

Phone Number: *

Email Account: *

2. Select Account
Payment Method =

On the top half of the page details of their account willbe shown. We can optionally capture a phone number from
the customer and will always show any email address passed to us by you or will prompt for one.
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U.S. Bank eBill Service: Guest Web User Guide

Email Account: *

2. Select Account
Payment Method =

3. Select Date

TN,

2-02-2017 =

4, Select Amount «
Current Balance Due 100,00
Minimum Payment Due 5100.00
Past Due Amount 50,00
Current Statemant Balance 50,00

Other Amaunt

m I:Jl-.\l?I

On the lower half of the page the customer will then be prompted to enter a funding source, or if they have chosen to
save a funding source can selectit to re-use it.

They will then be shown the payment date, and may be given the option of selecting a future date if you have
enabled this feature.

Finally, they will be able to select or enter details of the payment amount. The options (and labels for the amounts)

shown here will depend on your chosen setup and configuration. The screenshot above shows all possible options.
Your setup may have fewer options, or just a single option.

Once the customer has entered/selected an amount they can select Next to proceed. If there are any issues (say a
missing mandatory field) an error message will be displayed. If there are no issues they will be shown the next page.

Verify Payment Details

This page is seen by all customers. The page is used by the customer to review their entered payment instruction.
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Your account details ane shown below. Please enter details of the payment you want to make, and then select Continue to proceed.

Enter Payment Review Thank You
Almost Done
Please review your payment: Edit Payment

Retrieved Account Details

Account Mumber: Se96214

First Mame: Rahul Ashish

Account Address: 1225 Ocean Ave,

Mew London, CT 06320

Phone Number: 206-262-2661

Email Address: rahul.ashish@gmail.com
Payment Date 04/06/2017
Amount Details

Payment Amount: %50.00 - [ Discounted Amount)

Fee Amount: %5

Tetal Amount: $55.00

By clicking Confirm to confirm your payment, you authorize us to initiate a debit from the Payment Method Account to make a
payment to the Account, as detailed above, The payment to your account will be made on the Payment Date detailed above, and
the debit from your acoount will occur within two business days of that date, but no earlier than that date. You also authorize your
financial institution (and its successors or assigns), to process this debit to your account,

Additionally, by clicking confirm, you also agree to and accept the Terms & Conditions for usage of this site.

C-“. ;L.I

The details above will be shown for the customer to review. This will include the amount of any Convenience or
Service Fee to be charged for processing the payment (if you are setup to charge those fees). Typically, there will
also be alink to Terms & Conditions for making a payment. The customer can Confirm, Edit or Cancel the payment
at this point.

Once confirmed, any business rules will be run, and if a card is being used for payment an authorization will be
processed. Error messages will be displayed if there are any issues. If there are no issues the next page will be
shown.

Payment Confirmed

This page is seen by all customers, unless you are configured for SSO Access, and have chosen to have the
customer redirected to your site when the payment is confirmed. The page is used to confirm the payment to the
customer.
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(@) A8 Township

o Thank you!l
You will receive payment confirmation email with details of your payment.

Select Payout Destination Review
Confirmation No: AGBR1234
Beneficiary Details

Reference Number: 9696214

MName on Account: Rahul Ashish

Aotount Address: 1225 Deean Ave,

New London, CT 06320
Phone Number: G08 822 8554
Email Address: sangestha@alacriti.com

Payout Destination

Payout Method: Bank Name, Checking - noool 234
Payout Details

Payout Diate: 03/01/2018

Payout Amount: £9,999,99

Claim Ansdthir Payout m Back to Homepage

Confirm

Espanol

A A A

The details above will be shown to the customer, as well as the unique confirmation number for that payment. The

customer will also receive an email confirming the payment as well.

The options shown at the bottom of the page may be shown (this depends on your configuration) for the customer to

select from, or they can simply close the browser window.
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Chapter4: Simple SSO Payload

As described earlier, if you choose to use this option, your customers will be redirected to a tailored URL that
contains a {payload} that can be used to bypass the Lookup Account page.

This URL can be rendered on demand by you, but can also be sent out by you in new bill nofifications, or included on
a billing statement as a QR Code, for example.

Target URLs
There are two Target URLs for Simple SSO that are available to you: Sandbox and Production URLs.

Payload

The Payload contains the data thatis processed to determine if the Lookup Account should be bypassed. It takes
this form if you are using Account Number and Zip Code or authentication into Guest Web:

&acctno=<customer account number>&zip=<zip code>&sig=<signature hash value>

If you are using Last 4 of SSN, Online Enrollment Code or Additional Identification parameters as well as or instead
of Zip, you will add these values:

&ssn=<last 4 of ssn>
&coec=<online enrollment code>
&addlldfn=<additional identification>

The &sig value is then populated with calculated signature hash value. We then calculate the expected value based
in the account being accessed, and if it matches the customer is taken to the Enter Payment Details page.

If the value does not match, the customer will be taken to the Lookup Account page and shown an error. This could
occur if the customer account data has changed (say a new Zip Code), or you have changed the authentication
setup, and the customer is trying to use a URL that contains old data.

Signature Calculation

As noted above, the parameters passed in the URL must match those configured for your customer’s direct access
to Guest Web. All of the query params passed will be used in the signature calculation

Important Note: The calculation makes use of a Signature Key parameter (sigkey). Two Signature Keys are
automatically created as part of your setup, and will be passed to you if you choose to use this option. Either key
can be used as part of the signature calculation.

On the following page is the logical implementation for the signature calculation in java:
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private String computeSig(String sigkey, String url)
{
try

{
Mac sha256  HMAC = Mac.getinstance("HmacSHA256");

SecretKeySpec secret_key = new SecretKeySpec(sigkey.getBytes(), "HmacSHA256");
sha256_HMAC.init(secret_key);

return Base64.encodeBase64String(sha256_HMAC.doFinal(url.getBytes()));
}

catch (Exception e)

{

log.error("Error in computing the signature ");

return null;
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