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U.S. Bank Reporting Sessions 

• Reporting 101 – hands-on-training 

– Primary focus on setting up and running: 

• Standard reports with Report Scheduler 

• Custom (shared) reports 

• Flex Data 

• Reporting 201 – Oversight, Auditing and Monitoring 

• Reporting 301 – Account Management 

• Reporting 401 – Transactional Spend 
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Agenda 

• Purpose of reporting 

• Convenience checks 

• Potential internal misuse and abuse reports 

• Recommendations 
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Why Run Reports? 

• Oversight 

• Monitor 

• Audit 

• State of your agency‘s Government Purchase Card 
(GPC) program 

• Trends 

• Lessons learned = implementation of best practices 
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Accountability 

• U.S. Government Accountability Office (GAO) 

– Accountability 

– Integrity 

– Reliability 

• Government Purchase Cards: actions needed to 
strengthen internal controls 
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Sometimes...We Just Have to Deal With  

the Cards That We Are Dealt With... 

• You have been volunteered as the new A/OPC  

• GPC training – two years ago 

• A/OPC long game 

• Surveillances? What are those? 

• Minimal records 

Unfortunately we can‘t just fold them...but we 

better do something! 
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U.S. Bank Access® Online Reporting 

Functionality Overview 



Las  Vegas ,  Nevada  |   Augus t   16 -18,  2011 |    8 |    8 

Reporting 
Functionality 

Schedule Automatic 
Run 

Data Exchange 
Mailbox 

U.S. Bank WBT 
Guides/Lessons 

Standard 
Reports 

 

Report 
Scheduler 

Yes   Yes Yes 

 

Lesson User Guides: Reporting 

Report Scheduler  

Other Documents: Report 
samples 

Quick References: Run a report 

_________________________________________ 

Lessons: Reporting 

Report Scheduler 

Recorded Classes: Standard 
reports 

Report Scheduler  

Simulations: Run a Standard 
report – guided or hands on 

Access Online Reporting Overview 
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Reporting 
Functionality 

Schedule Automatic 
Run 

Data Exchange 
Mailbox 

U.S. Bank WBT Resources 

Custom 
(Shared) 
Reports 

 

Flex Data 
Reporting 

No No No Lesson User Guides:  
Run shared custom reports 

Flex Data Reporting 

Other Documents:  
Shared custom report samples 

Data Dictionary for custom 
reporting 

Data Dictionary for Flex Data 
Reporting 
_________________________________________ 

Lessons 

Flex Data Reporting 

Recorded Classes  

Shared Custom Reports  

Flex Data Reporting  

Access Online Reporting Overview 
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Program Oversight and Review 

Reports for Suspected Internal 

Misuse and Abuse 
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Possible Indicators  

• Repetitive buys from same merchant 

• Lack of documentation for a purchase 

• Failure to safeguard cards and account numbers 

• Unauthorized purchases 

• Split purchases to avoid spending limitations 

• Payments made for items not received 

• Lack of accounting for items requiring accountability 

• Cardholders returning merchandise for store credit 

• Cardholder’s statement approved repeatedly by the 
AO/BO 
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Custom Reports 
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Running Custom Reports 
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Running Reports 
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Running Reports 

1. Specify values for all parameters 

2. Select the Run button to submit the request  
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All Convenience Checks Report 
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Convenience Check Reports 

• All Convenience Check report 

• Over Limit Convenience Check Transactions report 

– Used for over $3000 checks 

– $ Greater Than field can be set to $0 

• Lists each checkholder’s convenience checks 

• Associated fees not shown 

• Associated fees not part of the transaction shown 
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All Convenience Check Transactions Report 
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All Convenience Check Transactions Report 
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All Convenience Check Transactions Report 
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Monitoring for Potential or Suspected 

Internal Misuse and Abuse  
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Unauthorized Purchases  

• Custom Shared report 

• Suspect Merchants report 

– Identifies all transactions for specified merchant names 

– Names supplied by client 
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Custom Shared Reports –  

Suspect Merchants (1/3) 
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Custom Shared Reports –  

Suspect Merchants (2/3) 

 



Las  Vegas ,  Nevada  |   Augus t   16 -18,  2011 |    25 |    25 

Custom Shared Reports –  

Suspect Merchants (3/3) 
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Unauthorized Purchases  

• Custom Shared report 

• Transactions at Blocked MCCs report 

– Identifies excluded transactions by MCCs 

– Excluded MCC list provided by client 

– Excludes transactions without authorization codes 

– Excludes CC and FDs  

– Helps identify misuse of card 
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Custom Shared Reports –  

Transactions at Blocked MCCs 
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Unauthorized Purchases  

• Custom Shared report 

• Transactions Without Authorization report 

– Merchant force posting transaction 

• Transactions Without Terminal ID report 

– Merchant terminal ID not present 
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Custom Shared Reports –  

Transactions Without Authorizations 
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Custom Shared Reports –  

Transactions Without Terminal ID 
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Custom Shared Reports –  

Transactions Without Terminal ID Report 
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Billing/Approving Official  

Repeatedly Approving Cardholder Statement 

• Custom Shared report 

• Billing/Approving Official (BO/AO) Conflict of 
Interest report 

– List of cardholder accounts approved by BO/AO 

– Identifies potential lack of separation of duties 

– Greater than two times in year for any one cardholder 
account 
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Billing/Approving Official  

Conflict of Interest Report 
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Split Purchases 

• Custom Shared report 

• Unusual Spending Activity report 

• Potential Split Requirement Review report 

– Split purchases to avoid spending limitations 

– Lists multiple transactions with same vendor 

– Total a specified amount or more over a specified time 
period 

– Splitting a transaction among multiple dates 
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Custom Shared Reports –  

Potential Split Review Report (1/2) 
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Custom Shared Reports –  

Potential Split Review Report (2/2) 
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Failure to Safeguard Cards  

and Account Numbers 

• Custom Shared report 

• Active Accounts With Multiple Lost/Stolen Cards 
report 

– Provides a list of lost/stolen cards multiple times 

– May identify misuse of cards 

– Active accounts greater than one lost stolen account in 
year 
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Custom Shared Reports –  

Active Accounts With Multiple Lost/Stolen 

Cards Within a Year 
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Frequent Credits 

• Custom Shared report 

• Frequent Credits by Merchant report 

• Frequent Credit Transactions report 

– Cardholders returning merchandise for store credit 

– Lists accounts with high percent of credits relative to 
purchases 

– Helps identify potential misuse 

– Detailed transaction and merchant information 
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Custom Shared Reports –  

Frequent Credits by Merchants Report 
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Custom Shared Reports –  

Frequent Credit Transactions Report 
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Repetitive Buys From Same Merchant  

• Transaction Detail report 

– Standard report 

– Sort by merchant 

• High Cardholder Spending by Merchant report 

– Lists accounts with high percent of dollar spend with 
one merchant 

– Helps identify potential card misuse 

– Helps identify possible collusion with merchant 

– Percent of spend by merchant to total spend 
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High Cardholder Spending by Merchant Report 
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Monitoring for Potential or Suspected 

Internal Misuse and Abuse  
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Monitoring Reports 
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Access Online Custom Reports 
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Lack of Purchase Documentation 

• Standard report 

– Financial Management  

– Order Management 

• Order Detail report 

• Order Analysis report 

• Merchant level two and three data 

• Purchase documentation on order reports 

– Dependent on creator of order 

– Line item detail not systematically enforced 

– Data input varies: difficult to sort order report by item 

• Line item detail input not enforced by final approver 
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Monitoring for Suspected Abuse or Fraud  
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Order Detail Report 
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Order Detail Report 
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Order Detail Report 
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Order Detail Report 



Las  Vegas ,  Nevada  |   Augus t   16 -18,  2011 |    53 |    53 

Lack of Accounting  

for Items Requiring Accountability 

• Order Detail report 

• Lack of accounting for items requiring accountability 

• Identifying Property Book items – dependent on CH 

• Communication with Property Book office on “cheat 
sheet“ for cardholders 

• Providing order detail report (without account #‘s) to 
PBO 
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Order Detail Report 
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Order Detail Report 
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Payments Made for Items Not Received 

• None 

• Surveillances 

• Systematic inspections of cardholder records 
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Recommendations  
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Recommendations  

• Know key indicators of possible or suspected internal 
misuse and fraud 

• Know which Access Online reports to use for monitoring 

• Conduct surveillances as required 

• Conduct random surveillances 

– Determine key indicator to monitor 

– Frequency and timelines 

– Determine report 

– Take corrective action as required 

• Use report results to train cardholders and 
Approving/Billing Officials  
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Questions? 
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Thank You 
Presentations will be available on 

www.usbank.com/sp2presentations 

after the conference 
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